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Problems addressed:

ls S communicating with D via R? Through which path does S talk to D? Which tree does S use for multicasting?
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Wormhole

Wormholes act like shortcuts
between distant points in space

Woarmhole

Distant
Galaxy

Wormholes are equivalent to
folding spacetime like a book
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Models and assumptions SO

Traffic activities information flows
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Network assumptions: Eavesdropper assumptions

» transmitter directed, encrypted
orthogonal signaling
» packets are points w.o. identity

» perfect epoch measurements
» perfect sensor fusion.



Define information flow



An Inference framework



Distributed inference



Fundamental limits of timing analysis



Fundamental limits of timing analysis



Fundamental limits of timing analysis



Proof Ideas: necessary condition



Proof Ideas: sufficient condition



Optimal embedding of flows



Optimal embedding of multi-hop flows



Impacts of traffic statistics



Test on LBL traces



Experimental results on ARL traces



Experimental results on ARL traces



Experimental results on ARL traces



Experimental results on ARL traces



Wormhole localization



ARL wormhole attack test topology



A Bellman-Ford like approach



Test on synthetic traces
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Assurance of networking information



Chum mix and anonymous networking



Poisson mix and anonymous networking



An Information theoretic framework



An Information theoretic framework



A game theoretic framework
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A game theoretic framework
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Parallel relay network



Summary
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Plan in Y2 and beyond
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