


Scope of research

Inference of networking information
● Fundamental limits of timing analysis
● Roles of traffic statistics on timing analysis
● Distributed inference of networking activities
● Application to wormhole attack in MANET

Assurance of networking information 
● Information theoretic approach to anonymous 

networking
● Game theoretic approach to anonymous networking

Assurance of networking information

Possible network sessions: S

Observations of adversary: Y Information theoretic measure of 
anonymity

Assurance of networking information

Given the anonymity requirement

Find the optimal scheduling that 
maximizes throughput R

Summary 

Research agenda
● Inference of networking information
● Assurance of networking information
● Impacts of traffic statistics on inference and 

scheduling

Collaborations and transitions
● ARL (Brian Rivera, Hardy Rommie)
● SPARTA (Dan Sterne and Roshan Thomas)
● ITA (A. Swami at ARL, Ting He at IBM)
● Members of this team (JB, BC, JN, NS)


